IMPERSONATION OF LEGAL PRACTITIONER - 4 JUNE 2026

Impersonation of Legal Practitioner

The Law Society of Singapore has been notified that e-mails purporting to be from Mr.
Rajwin Singh Sandhu, a legal practitioner currently practising at Magna Law LLC, have been
sent to various recipients using a spoofed e-mail address (collectively, the “Phishing E-
mails”).

The Phishing E-mails were sent using a spoofed version of Mr. Rajwin’s former e-mail
address - “rajwin@rajwinyong.com”. In each case, the Phishing E-mails contained business
proposals and attachments which appeared to be drafted in a professional manner.

Recipients who responded to the Phishing E-mails received replies purporting to confirm
that the correspondence genuinely originated from Mr. Rajwin.

A police report has been filed by Mr. Rajwin.

Risk Management Tips

e Please remind your friends, colleagues, and clients to perform direct verification checks
with you and/or your law firm, should they receive any correspondence (e.g. e-mails)
purporting to be from you and/or your law firm, especially if no prior contact has been
made.

e  Should there be any doubts as to the authenticity of any correspondence which is
purported to be from a legal practitioner, please contact the relevant law firm directly
for verification.

e To check whether a legal practitioner and/or law firm in Singapore is registered with
the Legal Services Regulatory Authority (‘LSRA”), please perform a search on the
LSRA’s integrated search function at - https://eservices.mlaw.gov.sg/lsra/search-
lawyer-or-law-firm/. This same search function may be used to verify the telephone
number of a Singapore Law Practice.
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